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Introduction  
‘Tis the season for family, friends, neighbors, and colleagues to get together in order to celebrate a 

host of holidays during the months of December and January. Most people will be purchasing gifts, 

shopping online, and reaching out to old friends and contacts to wish them “happy holidays.”  

Families are preparing large, multicourse meals, entertaining company, using more energy,      

extension cords and outlets than usual, burning seasonal candles, frying turkeys, and decorating 

their homes with potentially hazardous holiday decorations and lights.  Every year about this time, 

Mindstar Security & Profiling has produced this report to be used as a reminder for our clients 

about the security and safety concerns that surface during the holidays.  Our report will once again 

focus on some of the most common scams that circulate during this time of year, as well as several 

fire safety reminders to consider in order to make sure your holiday season is a safe one for you 

and your loved ones.  

Based on the current statistics, more people are shopping online and by using their smartphones.   

Online sales are predicted to grow by 15% this year and 40% of all online sales will likely be made 

via mobile devices.  Therefore, hackers and thieves will most likely increase their targeting of 

online shoppers.  For example, paid search was a top driver of site visits during the holiday season 

in 2017 and proves to be again in 2018.  But remember, just because an ad campaign is paid for 

does not mean it is legitimate.  Pop up ads and ads that re-direct users to website from a search 

engine or social media may be directing unsuspecting shoppers to websites which contain        

malware.  A simple rule of thumb this holiday season is to not click on any ads at all. 

In addition to paying attention to our electronic communications and transactions, we cannot 

forget to remember our physical safety and security. National Fire Protection Association (NFPA) 

statistics indicate that 30% of all home fires and 38% of home fire deaths occur during the months 

of December, January, and February. According to reports from the United States Fire               

Administration (USFA), incidence of fires caused by cooking, heating, and open flame all increase 

during the winter holiday period. Holiday decoration and Christmas tree fires, in particular, are 

substantially more damaging than other fires. These fires result in twice the injuries and five times 

the fatalities per fire as the average winter holiday home fire. “A Christmas tree fire can fill a room 

with toxic smoke in just 30 seconds and burn down an entire living room in 60,” said the Chief of 

the Erie, PA Fire Department.  

It is our hope that our readers finish this paper with a series of reminders and perhaps a better 

understanding of the risks and best practices associated with cyber security and physical safety 

during this wonderful holiday time and into 2019.  
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Gas Pump Skimmers 

With the holiday travel season in high 

gear, drivers should be aware of 

skimming scams at the pump.    

Skimmers are illegal card readers 

attached to payment terminals.  

These card readers grab data off a 

credit or debit card’s magnetic stripe 

without your knowledge.  A single 

compromised pump can capture data 

from 30 to 100 cards per day. 

It is particularly important to be 

cautious at convenience store gas 

stations that do not have 24/7 staff 

and cameras. The lack of cameras 

and monitoring staff makes it is 

easier for the thieves to install and 

retrieve the skimmers from ATMs 

and gas pumps.   

“Some of the newer skimmers are 

almost impossible to see,” says David 

Tente, U.S. executive director of the 

ATM Industry Association.  But, there 

are a few things to do to reduce your 

risk of using a compromised gas 

pump. 

 - Make sure the gas pump panel is 

closed and does not show signs of 

tampering. Many stations now put 

security seals over the cabinet panel. 

If the pump panel is opened, the 

label will read "void." 

 - Try to wiggle the card reader   

before you put in your card. If it 

moves, report it to the attendant. 

Then use a different pump. 

 - If you use a debit card at the pump, 

run it as a credit card instead of 

entering a PIN. That way, the PIN is 

safe and the money is not deducted 

immediately from your account. 

 - If you are really concerned about 

skimmers, pay inside rather than at 

the pump.  

 

The “Top 10” Holiday Scams 

Mindstar has assembled a list of what we believe to be the “Top 10” holiday scams for 2018.  Of 

course there are far more holiday schemes and scams than what we are able to cover here, but 

hopefully after seeing our list of the most prolific and successful scams you will be better at     

identifying when something is not right and avoid becoming a victim.  While we are all busy buying 

gifts and celebrating during the holiday season, scammers get extra crafty.  As the graphic from 

Summit Security above shows, US consumers are particularly vulnerable to cyber fraud. 

Remember, most cyber scams can be thwarted by following simple rules: do not click on links in 

unsolicited emails; avoid deals from unknown vendors that seem too good to be true; thoroughly 

check out charities before donating; guard personal information closely; and, do not conduct  

financial transactions over unsecured Internet/Wifi connections. 

Many of these scams and tips come from the Better Business Bureau (BBB), Scam-Detector, and 

past Mindstar reports.  We recommend visiting the BBB website occasionally in order to keep up to 

date on any new scams or warnings consumers should be aware of. 

1. Gift Card Scams 

Everyone loves free stuff, especially around the holidays!  Pop-up ads or email offering free gift 

cards are often just a ploy to get your personal information that can later be used for identity theft.  

When purchasing a gift card in person (not online), get the card from the retailer’s website or from 

the store issuing it.  The cards sold on display racks at grocery stores and pharmacies can be    

tampered with.   

Action:  If you receive an electronic offer for a gift card: 

 Do not open the email as it can be a phishing attempt but, if you do, do not click the links.  

Instead, mark the email as SPAM or JUNK. 

 Do not share any personal information to receive the card as the scammers will use the  

information to steal your identity later. 

 Do not click the ad but close out of the app or program you are using, clear your history and 

turn on your ad blocker. 
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Christmas Tree Fires 

Christmas trees account for hundreds 

of fires annually. Typically, shorts in 

electrical lights or open flames from 

candles start tree fires. Well-watered 

trees are not nearly as combustible 

as dry trees, but extra care should be 

taken whenever a tree is brought into 

the home. One in every three    

Christmas tree fires are caused by 

electrical problems. Another major 

cause of these fires is having a heat 

source (portable heater, fireplace) 

too close to the Christmas tree.  To 

prevent fire: 

 - Inspect electrical decorations for 

damage before using them. Cracked 

or damaged sockets, loose or bare 

wires, and loose connections can 

cause a serious shock or start a fire. 

 - Do not overload electrical outlets.  

 - Never connect more than three 

strings of incandescent lights.  

 - Keep your Christmas tree fresh by 

watering daily. Dry trees are a very 

serious fire hazard. 

 - Use battery-operated candles. 

According to the NFPA, candles start 

almost half of home decoration fires. 

- Check decorations for certification 

label. Decorations not bearing a label 

from an independent testing      

laboratory such as Underwriters 

Laboratories (UL), Canadian       

Standards Association (CSA) or   

Intertek (ETL) have not been tested 

for safety and could be potentially 

hazardous.  

- Turn off, unplug, and extinguish all 

decorations when going to sleep or 

leaving the house. Unattended   

candles are the cause of one in five 

home fires and half of home fire 

deaths occur between the hours of 

11pm and 7am.  

More Scams 
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2. Fake Shipping Notifications 
 

The BBB is warning about a scam that is gaining popularity that involves fake shipping notifications.  Scammers are 

sending fake emails with subject lines containing something about a USPS Delivery Failure Notification (or      

something similar).  The biggest problem for consumers is that scammers make these types of emails look almost 

identical to official notifications from the real shippers — using legitimate-looking email addresses and even the 

official logos. The email will claim (and appear) to be from the USPS, UPS, or FedEx and will instruct the recipient 

to click on a link for more information regarding how and when to get “their package” delivered.   Clicking on the 

link will cause a variety of problems, most often involving an infection of some type of malicious software that you 

will not even realize is there but is stealing your personal information, including Amazon or banking logins.   

 

Action: If you receive an email you were not expecting, do not click on any links inside the email. Even if you are 

expecting a package, do not click on any links in an email notification. Go to the delivery company’s physical    

location or website directly to get any delivery information.  

 

According to the USPS, another recent scam involved people receiving phone calls from thieves claiming to be 

USPS employees — asking for the customer’s birth date and Social Security number in order to confirm a package 

delivery.  Never provide this sensitive information to anyone — via phone, email or text — unless you can confirm 

the identity of the person on the other end, as well as the security of your information.  Keep your guard up even 

after the New Year.  Scammers know that consumers are busy exchanging gifts or buying items on sale in the new 

year.   

3. Porch Pirates 
 

This year, Amazon’s Cyber Monday transactions surpassed those made on their recent record-breaking Prime 

Day.   However, with all of those deliveries (as well as those from other vendors) approximately 25 million    

recipients per year do not receive their packages because thieves steal them from their doorsteps.   A number of 

apps are now available to monitor your front door or delivery area.  These apps are geared to allow people to 

see who is there and talk to the person via a wifi or cellular audio doorbell, whether you are home or not home.  

While this seems like a good idea, the user must always have access to a smartphone or tablet in order to get the 

alert that someone is at the door and to respond accordingly. If the user is traveling (in the air) or otherwise 

unavailable, the usefulness of the app diminishes.   

 

Because the corresponding doorbells are so obviously part of a remote app system, if the user does not answer 

the door, the person at the door will almost be assured that no one is home. So, these remote doorbell apps 

could be an easy validation test for a would-be thief to see if you are home and could catch them in the act.  

Cameras also do little to deter porch pirates.  Just do a search on YouTube and you will find dozens of videos 

showing people stealing packages.  Some even smile for the camera.   

 

Action: To reduce the risk, arrange for a delivery that requires a signature upon receipt. Other options could 

include sending gifts to the recipient’s workplace or have them delivered to a pickup location operated by the 

carrier.  Purchases bought through Amazon can be delivered to an Amazon Locker location and retrieved using a 

pickup code. There’s no extra fee to use the service, which can be selected during checkout. Amazon has about 

2,000 secure locations in more than 50 cities.   

“Scammers will  

continue to target  

consumers in the New 

Year as people make 

returns and take  

advantage of sales.” 



Cooking Holiday Meals 

Cooking is the number one cause of 

home fires and injury resulting from 

fires. Large, multiple course family 

meals are most common around the 

holidays and because of this,      

Hanukkah, Christmas, and New Year's 

are the most probable days for  

cooking fires to occur. Unattended 

cooking is by far the leading        

contributing factor in kitchen fires. 

Being mindful of the potential for fire 

while cooking can go a long way in 

preventing kitchen fires. The       

following safety tips should be   

considered in order to protect you 

and your family from a potentially 

dangerous kitchen fire. 

- Always stay in the kitchen while 

frying, grilling, boiling, or broiling 

your food. 

- Keep a lid nearby when you are 

cooking in order to smother small 

grease fires. 

- Keep anything that can catch fire 

(i.e., paper towels, oven mitts, food 

packaging, etc.) away from your 

stovetop. If you are simmering,  

baking or roasting food, check it 

regularly, remain in the kitchen while 

food is cooking, and use a timer to 

remind you that you are cooking. 

- One in every four home fires started 

with fat or grease. One of every three 

reported fire injuries resulted from 

these fires. Use extra caution when 

fat or grease is included in your 

cooking. 

- Never use water to extinguish an oil 

fire. Use the correct type of        

extinguisher to fight a stove fire. 

Class B fire extinguishers are for fires 

that involve cooking oils, trans-fats, 

or fats in cooking appliances and are 

typically found in restaurant and 

cafeteria kitchens.  

More Scams 
4. Fake Shopping Sites and Malicious Apps 

Thieves can stalk you in email spam, on social media or in search engine results when you type terms such as 

“popular toys.”  In some cases, search results may lead you to fake websites that appear to be legitimate 

stores or stores that offer “the same merchandise” at a deep discount. These websites may look good but are 

only there to distribute malware or ultimately commit identity theft by getting your credit card details.  

Action: Before clicking, carefully read the website address and look for missing or extra letters of a retailer’s 

name and words like “deals,” “sales” or “discounts” as part of the URL.  Beware of websites that list no phone 

numbers or street address — only an email address or P.O. box.  Also be on the alert for sites that lack a  

return policy or whose purchase pages start with “http” versus the more secure “https” format.  Always avoid 

offers that require payment by wire transfer or prepaid debit cards.  If you know what store you want to 

browse, type in the URL yourself. 

In addition to fake shopping sites there has been a significant increase in fake apps.  More than 60% of U.S. 

consumers who own a smartphone said they will be using their device for holiday-shopping related activities 

whether it is to research products, redeem coupons or purchase holiday gifts.  Malware targeted at mobile 

devices is on the rise.  

Bogus apps available in Apple and Android app stores may mimic well-known retailers and products from 

basic department store brands to luxury brands such as Jimmy Choo and Christian Dior.  Some contain     

malware that can steal personal information or trigger ransomware to hijack mobile devices until a ransom is 

paid.  Other fake apps encourage users to enter credit card information or log in using their Facebook       

credentials, which can jeopardize those accounts.  Remember, smartphones not only operate as a phone but 

also as a credit card, e-cash, house keys, cameras, and more.   

Action: Before downloading, carefully check app logos and descriptions for misspellings, missing letters (such 

as “Amazan”  misspelled with an “a”) or poor English, as many fakes originate in foreign countries. Other red 

flags include poor or few customer reviews, newly launched apps, no app history, or links to apps from other 

retailers. 

4 

5. Holiday E-Card Scam 

E-cards (or electronic greeting cards) have become very 

popular over the past few years. E-cards are a very     

convenient and inexpensive way to send greetings to your 

friends and family, and they can even be used to promote 

your business. A lot of people also use other electronic 

means to manage the RSVP lists for parties and               

get-togethers. Fraudsters are sending out what may look 

like legitimate digital holiday cards via email but those 

fake cards contain bad links and malware payloads. For example, your computer then may start displaying 

obscene images, barrage you with pop-up ads, launch other dangerous websites, or start sending bogus ecards 

to those in your address book that appear to come from you. Another example of an e-card scam that is   

trickier looks like it comes from Hallmark and asks you to download an attachment to pick up your e-card. 

However, the attachment is not really an e-card — it is a Trojan. 

Action: Some ways you can tell the e-card is fraudulent include: the sender email address seems off, the email 

is not personalized to the recipient or when you hover your cursor over the link it does not match the website 

it says it is from. According to ScamBusters, a few more tips to detect a bogus e-card include: 

 Spelling mistakes — (e.g., congratulation! Or your name is misspelled). 

 Errors in the message — (e.g., it says you sent a card, not received one). 

 The sender is not someone you know. 

 The sender has a silly or generic name (e.g., Joe Cool, Card Sender, Mr. Santa Claus,). 

 A URL that appears odd or is not in the correct order— (e.g., reversing the order of www.http:// rather 

than http://www.). 



6. Temporary Holiday Jobs 

Some businesses require a little extra help with the holiday rush during this time of the year and require temporary employees.       

Unfortunately, scammers are aware of this and are increasingly littering the help-wanted landscape with fake job postings that require 

applicants to provide personal information.  The scammers will then use this information for identity theft and other fraudulent 

schemes.  The “work from home” scam job postings appear to spike during this time of the year as well and are similarly often just 

phishing for your personal information.   

Action:  Do your homework.  Do an Internet search of the name of the company for which you or your children are considering working. 

You will be able to find a wealth of data simply by taking this one step. 

 Apply for jobs in person or by going directly to the retailer’s website.   

 Do not use Craigslist or other websites of that nature.   

 Be suspicious of anyone requiring you to hand over personal information via the phone or online before even meeting them with 

an interview.  Request an appropriate form or secure method of transmitting personal information which you can verify. 

 Be highly suspicious of any job that requires you to pay for equipment or software upfront, as these are often scams.  

7. WiFi Traps 

Gift giving and shopping for gifts is 

inherently secretive, especially for 

those sharing a home with the prying 

eyes of their children.  In order to 

avoid being caught browsing      

potential gifts at home, people often 

will take their laptop or tablet to a 

coffee house or somewhere similarly 

public.  Unfortunately, the privacy 

they seek in these public spaces is 

often not there at all.   

Scammers often put out a WiFi signal 

that has a similar name to the place 

you are visiting.  For example, they 

may provide a “trap WiFi” called 

Starbucks_Guest1 and hope people 

select that rather than the actual Starbucks provided network Starbucks_Guest.   Just remember, if you purchase a gift online from a 

public place, your credit card information is at risk.   

A study by Jolera Security showed that 60% of people still believe their personal information is safe when using public WiFi.  See the 

chart above  which also indicates that one out of six people believe they are “very safe” using public WiFi.  

Action:  The best way to avoid falling victim to this sort of scam is to avoid using open public Wifi networks.  

 If you must use them, be sure not to make any purchases or log into your banking website.  Keep in mind that while you are online 

shopping for gifts, scammers are online shopping for your credit card information.  

 It is always best to verify the WiFi hotspot with the vendor or better yet, simply change your connectivity to MiFi or use your 

phone provider (i.e., Verizon, ATT, Sprint) to connect.  

 Do not connect to WiFi automatically - Change the default setting on your devices so you have to manually select the WiFi       

network you are connecting to and make sure it is valid – or use the phone provider’s service to connect to the Internet. 

Note—Mindstar data indicates that hooking into fake WiFi hotspots is the #1 cause of identity theft within our client base.  Hotels, 

airports and coffee shops appear to be the most targeted locations, but WiFi traps can be set up anywhere.  
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8. “Old-Fashioned” Pickpockets 

While many of the criminals are working scams online, some are still stealing the old-fashioned 

way. Shopping crowds, parties and events mean rich rewards for pickpockets. The type of     

pickpocket that targets restaurants, hotels, galas, and charity events is able to blend in with the 

crowd. They are well-dressed, well-mannered and may even show up with business cards (fake of 

course) to correspond to cocktail party chatter. With a quick bump or, more often these days, a 

distraction from an accomplice, they can remove your wallet from your pocket or purse in    

seconds. If they steal your wallet, they will have not only your money but also your credit cards 

and personal information that could lead to identify theft. 

Some of these thieves prefer to target your tech devices.  At a bar or restaurant, people may be 

lulled into setting their brand new iPhone down for just a second…but that is a second too long. 

Other criminals may choose to target the cars parked outside of the holiday venues. Many    

people go to dinner after a long afternoon of shopping and have bags and bags of goodies visible 

in their cars. Professional thieves can break into your car, take your merchandise, and be gone in 

minutes. 

Action: Keep your wallet inside a closed purse or in a pocket with your hand on it. Leave           

non-essential identifying information and spare credit cards at home. Consider using an RFID       

e-theft proof wallet.  Return frequently with gifts to your car and lock them out of sight in the 

trunk. If someone calls for your attention, protect your possessions and be aware of your      

personal safety. 

More Scams 
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9. Phony Charities 
 

With the time for year-end tax write-offs approaching, the season of giving is ripe with bogus charities 

especially for causes claiming to benefit police and firefighters, military veterans, sick or needy children, or 

victims of natural disasters. According to Department of Banking and Securities: 

“Fake charities often use names similar to those of well-known organizations (for example: Six Golden 

Rings Relief Fund vs. Five Golden Rings Relief Fund).” 

 

Victims may be contacted directly by email (something real charities only do with existing stakeholders), 

phone, or by a "volunteer" going door-to-door.  Charity scams can also be vehicles for identity theft by 

directing victims to bogus websites where they provide personal and financial information along with their 

"donation." 

 

Action: Ignore all email solicitations unless you previously donated to the particular cause and you know 

the sender. Watch for imitative words, such as "National" being substituted for "American" in a               

well-known name. And before donating, verify an organization's legitimacy at Charity Navigator or 

Give.org, or through your state's agency that regulates charities. Other resources of information about the 

legitimacy of charities include: 

 

 The Internal Revenue Service makes sure the organization(s) taking charitable contributions are  

registered as a 501(c) corporation, which means your donation is tax deductible:  

          https://apps.irs.gov/app/eos/ 

 

 The Department of State's website also provides a list of organizations that have been subject to 

corrective actions taken by the Bureau of Corporations and Charitable Organizations. The public may 

also call 1-800-732-0999. 

 

 You can also check the Better Business Bureau's Wise Giving Alliance for information on charities: 

www.give.org/ 

 

If you do not have time to check out how genuine the collector is, simply do not give. If you want to help 

an organization or specific cause, find the charity’s name and donate directly. 

Porting Scams 

The scam called "porting" involves 

criminals stealing your phone  

number and your phone service in 

order to get access to your bank 

account through confirmation text 

messages.    

Scammers start by collecting your 

name, phone number and then 

gather any other information they 

can find about you such as your 

address, Social Security number, 

and date of birth. Then they contact 

your mobile carrier and state that 

your phone has been stolen and ask 

that the number be "ported" with 

another provider and device. Once 

your number has been ported to a 

new device, scammers can then 

start accessing your accounts that 

require additional authorization 

such as code texted to your phone. 

According to T-Mobile, “port out 

fraud has been an industry problem 

for a long time, but recently we 

have seen an uptick in this illegal 

activity.”  They suggest adding its 

port validation feature to all    

accounts.  The other popular       

providers, Verizon, Sprint, and 

AT&T also offer validation options 

to all of their account holders.   

These porting attacks are a good 

reminder to use something other 

than a text message or a one-time 

code that gets read to you in an 

automated phone call. Whenever 

you have the option, choose the 

app-based alternative.  

Many companies now support third

-party authentication apps like 

Google Authenticator and Authy, 

which can act as powerful            

two-factor authentication          

alternatives that are not nearly as 

easy for thieves to intercept. 



10.  The Emergency Scam 

The emergency scam, or as it is otherwise called - the grandparent scam because it tends to 

target the elderly - involves scammers posing as a grandchild or other family member claiming 

that they have been in accident, arrested, hospitalized, are stuck at an airport, or some other 

urgent situation.  Victims of this scam often provide a credit card or some other financial means 

in order to “help” their relative through the emergency situation.   

Action: If you are ever confronted with this situation, we recommend verifying the situation by 

calling the family member in question directly, as well as contacting other members of the family 

to see if they have heard anything regarding the issue.   

 You should also always be wary if you are asked to wire money or send gift cards in place of 

making payments with a credit card.  This holds true in all situations, not just as it applies to 

this particular scam.   

 Finally, be sure to talk with your elderly family members about this and other scams that 

tend to target the elderly.  They will be less likely to fall for a scam that they have been 

previously warned about.    

The Final Scam 
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Mindstar Security & Profiling specializes in security solutions for 

family offices, high profile/high net worth executives, and their 

families.  Our customized focus includes the security trifecta of 

Internet/Social Media Safety, Physical Security and IT Security.  

 

1001 Sycolin Rd SE, Suite 1A 

Leesburg, VA 20175 

 

Phone: 703-404-1100 

Fax:  703-404-5549 

www.mindstarsecurity.com  

E-mail: info@mindstarsecurity.com 

Get-Away Scams 

The growth in online holiday  

booking means fraudsters often 

need nothing more than a few 

fake pictures to lure their victims. 

Pretty photographs of holiday 

rentals which do not exist       

advertised at seemingly bargain 

prices are a common method used 

by scammers.  The deals will often 

be advertised on mainstream 

websites but ask interested parties 

to get in touch via e-mail rather 

than on the site's own booking 

system. 

Bookers are then sent a link to a 

convincing payment page, which 

will suggest the payment has not 

cleared. The victims are the   

encouraged to make a bank   

transfer instead. 

Recently the con has taken on 

other forms such as lotteries, 

scratch cards and bogus          

competitions.  Even expensive 

timeshares that appear to be 

offered through travel agent 

“holiday lottos” are fake.        

Unauthorized agents sell the  

unsuspecting traveler a chance to 

win which is simply a method to 

collect credit card numbers.  Know 

your agent before making any 

holiday travel plans. 

All these scams are based on taking unfair               

advantage of victims who are trying to make the 

most of the holiday period. It is unfair and unjust, 

but with a little extra caution you can keep yourself, 

your family, and your company safe from attack. 

 

Happy Hanukkah, Merry Christmas,  

& Happy New Year! 

 

             Have a wonderful and safe Holiday Season. 


