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FAMILY OFFICE CYBER RISK: 
2022 DYNAMICS & BEST PRACTICES 
 
As someone who has been directly involved in 3 wars, I am deeply horrified by the Russian 
invasion and all-out war in Ukraine - but as a Soviet expert, I am not surprised. 
https://www.reuters.com/world/europe/ukraine-russia-what-you-need-know-right-now-2022-
02-24/ 

As current and future sanctions continue to squeeze the Kremlin, they will resort to any means 
to obtain cryptocurrency and cash.  And as a Cyber Superpower, nothing is off the table for 
Russian Hackers.  https://www.cisa.gov/uscert/russia  

During COVID, I have personally seen a lack of a sense of urgency across all sectors and the 
majority of non-security-focused Executives and Managers - to take immediate and measured 
action to identify and mitigate their priority online risks to their revenue, reputation and 
operations.  This is not a global environment for procrastination. 

As a Cyber Global Risk and Resilience Executive, my mission is to provide Risk Mitigation 
Awareness to all Public and Private Sector communities and across critical infrastructure – 
down to every business, organization and Family Office, no matter the size.  I say with complete 
sincerity, do not let the Kremlin, the KGB/SVR/FSB, the GRU - sidestep the sanctions and come 
at the U.S. and our Allies to fund their aggression. Their gloves are off. 

Many, if not all, of the items outlined in the following pages are best practices that all Family 
Offices should have implemented to ensure the basic protections are in place. And in addition 
to the current war, over the past year SolarWinds and Log4Shell are two high-profile 
cybercriminal campaigns that have plagued global business software applications that are 
embedded in the vast majority of Family Offices, Businesses and organizations. It remains all of 
our responsibilities to know what to protect first and what is readily available to make you and 
your team resilient to all in 2022 and beyond. 
 
Sincerely, Terry Roberts  

Founder, President, CEO WhiteHawk (Former Deputy Director of U.S. Naval Intelligence, an 
Executive Director Carnegie Mellon Software Engineering Institute (SEI) & Chair Emeritus, INSA 
Cyber Council)  

 
 
 
 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Fukraine-russia-what-you-need-know-right-now-2022-02-24%2F&data=04%7C01%7Ctwr%40whitehawk.com%7Cbf7d14341a3745532b7b08d9fd40b0df%7Cc2869c9679c244bca9e65f91be0e55a0%7C0%7C0%7C637819276883537148%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=C%2Bjabz0lAGU97E73dzgbHC6gC9lAp8vU3D0jcuvqzZ0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Fukraine-russia-what-you-need-know-right-now-2022-02-24%2F&data=04%7C01%7Ctwr%40whitehawk.com%7Cbf7d14341a3745532b7b08d9fd40b0df%7Cc2869c9679c244bca9e65f91be0e55a0%7C0%7C0%7C637819276883537148%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=C%2Bjabz0lAGU97E73dzgbHC6gC9lAp8vU3D0jcuvqzZ0%3D&reserved=0
https://www.cisa.gov/uscert/russia
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SOFTWARE MONITORING/PATCH MANAGEMENT BEST PRACTICES 
 
 
Keep An Inventory Of Your Systems and Tools:  Schedule a routine to update the inventory of 
your assets to stay informed on the software versions that you are using.    
 
Keep All Business and Device Applications Up To Date:  When vulnerabilities are discovered in 
software, developers work to release an update to patch that vulnerability as soon as possible. 
Installing and testing updates as soon as they are made available ensures that your office is 
protected from known vulnerabilities. Enable automatic updates if the option is available. 
 
Avoid End of Life Software: End-of-life software is no longer supported by the developers. 
Continuing to use unsupported software can leave you vulnerable to cyber threats.  
 
Acronis Cyber Protect: New vulnerability fixes are released frequently but managing all these 
updates can be challenging and time-consuming. Acronis’ automated patch management 
solutions make it easy to protect your business against the latest cyber threats. 
 
Flexera Software Vulnerability Manager: Create effective software vulnerability and patch 
management processes to reduce security risk. Effectively prioritize patching activity based on 
criticality, threat, prevalence, and asset sensitivity, and ensure focus on what matters most. 
 
 
WINDOWS SECURITY FEATURES 
 
The WhiteHawk team has reviewed the top security features that should be leveraged for 
Microsoft 360 users below: 

 
MFA:  Multi-factor Authentication (MFA) is scientifically proven to be more secure than just a 
password because it defends against commonly used methods to hack passwords. MFA 
combines two or more of something you know (a password), something you are (biometrics like 
a fingerprint or retinal scan), and something you have (like a passcode on a dongle or your 
phone). If a cyber-criminal can get your password, they still won't be able to access your 
accounts without the other verification method. 
 
Encrypted Email: Companies that deal with sensitive information like credit card information, 
social security numbers, and health records need to prevent this information from leaking 
outside their organization. This is where encrypted email and data loss prevention come in.  
Encrypted email converts plaintext to ciphertext using a cryptographic algorithm, ensuring no 
one other than the intended recipient can open and read emails you send. This is usually 
required for companies to meet regulatory needs like HIPAA. 
 
Data Loss Prevention (DLP): Ensures sensitive information doesn't get sent outside of your 
organization, to begin with (applies to more than just email – also includes SharePoint Online 

https://www.whitehawk.com/marketplace/manufacturers/acronis
https://www.whitehawk.com/marketplace/manufacturers/flexera-software
https://www.onelogin.com/lp/demo?v=bf&headline=OneLogin™+Multi+Factor+Authentication&_bt=325226224498&_bk=%2Bmulti%20%2Bfactor%20%2Bauthentication&_bm=b&_bn=g&utm_source=GOOGLE&utm_medium=cpc&gclid=Cj0KCQiAk7TuBRDQARIsAMRrfUaWyQ_dSkSZtiy_tVfI8kwpU7w1f5BxSRi8MhhlNY-fbFcc-CByPKUaAiutEALw_wcB
https://www.whitehawk.com/product/boldonjames/email-guards
https://www.whitehawk.com/marketplace/products?category=dlp
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and OneDrive for Family Office and Office programs like Excel and Word). DLP policies monitor 
your environment for sensitive data and prevent users from sending that information outside 
your organization. 
 
Privileged Identity Management: The administrative accounts you use to administer your 
Office 365 or Microsoft 365 environment include elevated privileges. These are valuable targets 
for hackers and cybercriminals. That's where Privileged Identity Management comes in. It gives 
you the ability to assign users a temporary admin ("just in time" admins). It works by marking 
specific users as "eligible admins" who can request admin privileges when needed. The request 
is customizable, so you can control how long they will have access to admin privileges and what 
information they need to provide (like why they need admin access) before it is activated. 
 
Protect Against Malicious Attachments and Files with ATP Safe Attachments: It's not always 
easy to tell whether an attachment is safe or malicious just by looking at an email message. 
Office 365 Advanced Threat Protection includes ATP Safe Attachment protection, but this 
protection is not turned on by default. It is recommended that you create a new rule to begin 
using this protection. This protection extends to files in SharePoint, OneDrive, and Microsoft 
Teams. 
 
Stop Auto-Forwarding for Email: Hackers who access a user's mailbox can exfiltrate mail by 
configuring the mailbox to automatically forward email. This can happen even without the 
user's awareness. To prevent this from happening by, configuring a mail flow rule. 

 
 
APPLE SECURITY FEATURES 
 
The WhiteHawk team has reviewed the top security features that should be leveraged for Apple 
Device users below: 
 
Turn On USB Restricted Mode: This security feature prevents USB accessories that plug into the 
device from making data connections with an iPhone, iPad, or iPod. This helps prevent "juice 
jacking," when malware can be installed onto a device or information can be stolen via the USB 
charging port. 
 
Turn On Automatic Operating System (OS) Updates: Updating apps and operating systems is 
crucial to the security of your device. A software vulnerability is a security hole, or weakness, in 
an operating system or software program. Hackers can exploit these weaknesses by writing 
code to target a specific vulnerability. 
 
Enable Locate My Device: Helps you locate your missing device, remotely lock it, send a contact 
message to it, and, if necessary, erase its data. 
 

https://www.whitehawk.com/product/micro-focus-software-inc-/identity-manager-advanced-edition
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-safe-attachments
https://docs.microsoft.com/en-us/exchange/security-and-compliance/mail-flow-rules/configuration-best-practices
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Two-Factor Authentication: A method of verifying your identity that adds a second form of 
authentication in addition to your account password. It consists of two of the following three 
things: 
 

Something you know: a PIN, password, or pattern. 
 
Something you have: an ATM or credit card, mobile phone, or security tokens such as a 
key fob or USB token. 
 
Something you are: biometric authentication such as a voiceprint or fingerprint. 

 
Password Manager: If it finds you've used the same password on multiple sites, a password 
manager will warn you and advise you to change those passwords. It prevents hackers’ password 
reuse attacks from breaking into multiple sites and services using the same username and 
password. 
 
 
DEVICE PROTECTION 
 
The WhiteHawk team has identified the need for device protection and provided below 
solution options as a point of departure: 
 
Bitdefender Small Office Security: Complete protection for your Windows, macOS, Android, 
and iOS devices. Bitdefender Small Office Security keeps your business safe against viruses, 
malware, ransomware, and all new and existing cyber threats. 
 
SaferNet: Protects users from all malware, spyware, adware, ransomware, and keyloggers using 
the latest phishing and URL attacks. Keeps you and your business private and safe from prying 
eyes and hidden internet activity that can pose a threat to network health. Complete 
Administrative control over allowed/blocked websites allowing individual filtering without the 
hassle of blanket block listing. 
 
Malwarebytes for Teams: Malwarebytes for Teams uses behavior-based technology to detect 
and block emerging cyberthreats that other programs miss in real-time. It’s standalone, easy to 
install, and priority phone support is just a call away. 
 

 

CYBER RESPONSE PLAN CHEATSHEET 

When it comes to developing a Cyber Incident Response Plan, the key elements matter and 
should include:  

https://www.whitehawk.com/marketplace/manufacturers/bitdefender
https://www.whitehawk.com/marketplace/products/01ERTC9G1M789PW2ZCZ9J5FN3H
https://www.whitehawk.com/marketplace/manufacturers/malwarebytes


5 
 

• Identify key roles and players within the organization, including their responsibilities 
during an event. 

• Develop a communication plan for internal and external stakeholders. Be prepared to 
control the narrative. 

• Test your responses to cybersecurity incidents by going through a simulation exercise 
on an annual basis. 

• Double-check alerts that appear benign.  
• Validate your vendors/suppliers – demand some standards. 

• Conduct routine audits to identify gaps.   
• Develop a security baseline by identifying and tracking key risk metrics. 

• Follow-up with lessons learned and act on them.  

Prepare by Identifying Roles and Key Players:  
 
Prepare across the enterprise by not overlooking the involvement of key people. An effective 
Incident Response (IR) plan involves more than IT and security participants. It also includes 
people across the company. A thorough IR plan lays out key personnel, how they should be 
notified in case of an incident, and how the information is communicated across the 
organization.  
 
Develop a Communication Plan:  
 
The story should be told on your terms. It is critical that you communicate with internal 
stakeholders regarding the cause of an event, the impact on short-term operational capacity, 
and how it could have been avoided. Similarly, ensuring an appropriate messaging plan for 
customers, partners, vendors, and the media will alleviate a potential firestorm of inquiries if 
the word spreads outside the family office.  
 
Test Your Responses to Cybersecurity Incidents:  
 
It is essential to consider various breach scenarios that can impact a company. These scenarios 
should be relevant and reviewed in training and tabletop exercises. It is always empowering to 
simulate a breach to employees to understand their roles throughout an actual event. Testing 
should be routine. An incident that takes too long to fix could negatively affect other 
operations.  
 
 
Check Alerts that Appear Benign:  
 
The best defense against threats is having a well-trained staff, who, in the instance of 
something abnormal, know who to contact and what to communicate after receiving a 
suspicious email. Threats can come from situations that seem benign and not security-related, 
like a slow laptop. However, there is nothing wrong with investigating a hunch as that slow 
laptop could reveal malicious malware that has infected the device. IT professionals need to 
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check signs of compromise, even if something seems benign. It's always healthy to investigate 
and check.  
 
Don't Overlook Validating Vendors: 
 
It is the responsibility of the Family Office to validate its vendors and their supporting vendors 
thoroughly. Make sure all the information for critical vendors is current. Conduct routine audits 
as the purpose of these activities are to validate that the vendor(s) are performing adequate 
security functions.  
 
Follow-up with Lessons Learned and Act on Them:  
 
While often overlooked, lessons learned sessions are crucial to improving security postures and 
readiness to face incidents and not repeat mistakes.  Incident response plans play a critical role 
in helping organizations through the disarray and confusion of a security breach. Small, periodic 
investments in planning, testing, and maintaining ensure that an IR is battle-ready when the 
unexpected strikes. Such sessions help evaluate performance, identify challenges, and improve 
capabilities in the future. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

www.whitehawk.com 
 

http://www.whitehawk.com/

